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GROUP A
COMPULSORY EXAMINATIONS (SEVEN REQUIRED)

04-Soft-A1  Algorithms & Data Structures

Fundamental data structures and their associated algorithms. Stacks and queues, trees, tables,
lists, arrays, strings, sets; files and access methods. B-trees, multi-key organizations. Searching.
Sorting.

Algorithm design techniques, such as divide and conquer, the greedy method, balancing, dynamic
programming. Algorithms related to set operations, Graphs, graph algorithms: depth-first and
breadth-first search, minimum spanning tree, shortest path. Empirical and theoretical measures of
the efficiency of algorithms.

Complexity analysis. Hard problems, NP-completeness, and intractable problems

04-Soft-A2  Computing Structures

Computer Architecture basics, including Boolean algebra, gates, combinational and sequential
logic, machine-level representation of data; machine organization, assembly/machine language
programming; memory organization, caches, heaps, stacks; serial and parallel 1/O, interrupts, bus
protocols, and direct-memory access (DMA). Operating System basics, including concurrency,
process scheduling, memory management; protection, access, and authentication; linking and
loading. Database basics, including database architecture, query languages, transactions. File
system organization and access methods (sequential, indexed-sequential, extendible hashing, B-
trees), index organization.

04-Soft-A3  Software Design

Role of software design activity. Software design quality attributes (correctness, reliability,
maintainability, portability, robustness). Software design principles (separation of concerns,
abstraction, information hiding). Software architecture, architectural structures and views.
Modularity and decompaosition. Function-oriented design. Object-oriented design. Components.
Interface design. Module level design. Specification for design. Notations (graphical and
languages). UML. Basic concepts of design patterns.

04-Soft-A4  Real Time Systems

Definition and characteristics of real-time systems. Hard and soft real-time systems. Dynamic
responses of simple physical processes. Designing real-time systems (requirements, design
methods, implementation, testing, human-computer interaction). Reliability and fault tolerance.
Exceptions and exception handling. Concurrency. Synchronization and communication.
Resource control. Scheduling (cyclic executive, rate monotonic and deadline priority, priority
ceiling protocols). Real-time operating systems. Simple embedded systems.



04-Soft-A5  Requirements and Specifications

Elicitation sources and techniques. Modelling paradigms, including information modelling,
behavioural modelling, domain modelling, functional modelling, constraint modelling. Quality
requirements (e.g., performance, usability, reliability, maintainability); expressing quality
requirements so that they are testable. Prioritization, trade-off analysis, negotiation, risk
analysis, and impact analysis. Requirements management, consistency management,
interaction analysis, traceability. Requirements documentation and specification languages.
Validation, reviews and inspections, prototyping, validating non-functional requirements.
Acceptance test design.

04-Soft-A6  Software Quality Assurance

Validation and Verification concepts, Software Lifecycle and application of validation and
verification, Software Quality Assurance processes, Definitions of software product quality,
Quality Characteristics, Engineering quality definitions, specifications, Definition and
classifications of software Defects, Fitness for use and customer quality definitions, Software
Costs, quality costs and economics, Reviews, Walkthroughs and Inspections: General
Concepts, Unit (Module / Package) level testing, Subsystem / Integration testing, Regression
testing, State based testing, Traditional Functional Testing, Logical Testing/Analysis, OO
Testing considerations (polymorphism and inheritance), Safety / Failure Analysis and testing.

04-Soft-A7  Software Process

Software life cycles. Software process models. Activities in each phase. Control and life-cycle
management of correct, reliable, maintainable and cost effective software.  Software
documentation. Project management tools. Risk management. Communication and collaboration.
Cause and effects of project failure. Cost estimation and scheduling. Factors influencing
productivity and success. Productivity metrics. Planning for change. Managing expectations.
Software maintenance. Configuration management.

GROUP B
ELECTIVE EXAMINATIONS (TWO REQUIRED)

04-Soft-B1  Advanced Object Oriented Design

Object orientation paradigm. Object oriented analysis: basic concepts, use cases, analysis,
stereotypes and objects, analysis patterns. Object modelling languages. Object oriented design:
basic concepts, design stereotypes and objects, design patterns. Object oriented programming:
basic concepts, idioms, most common object oriented programming languages(C++, Java).
Application frameworks. Object oriented case tools. State transition and interaction diagrams.
Testing of object oriented programs.

Advanced approaches to object-oriented analysis and design. Frameworks and design patterns.
Design for reusability. Advanced object-oriented programming techniques. Design using object-
oriented databases and distributed object architectures. Design of software agents. Project
involving object-oriented analysis, design, and implementation.

04-Soft-B2  User interface

Psychological principles of human-computer interaction. Evaluation of user interfaces. Usability
engineering. Task analysis, user-centered design and prototyping. Conceptual models and
metaphors. Software design rationale. Design of windows, menus and commands. Voice and



natural language I/0. Response time and feedback. Colour, icons and sound. Internationalization
and localization. User interface architectures and APIs. Case studies and project.

04-Soft-B3  Security/Safety

Characteristics of security problems. Basic encryption and decryption; secure encryption,
encryption protocols and practices. Public key cryptosystems and digital signatures. Software
design for security. Security in operating systems, databases, personal computers, computer
networks and electronic communications. Risk analysis and security planning. Ethical issues in
computer security.

04-Soft-B4  Reliability and Fault Tolerance

Software and hardware faults. Faults, latent faults and failures. Characterization of failure
functions, probability distribution of failures, failure intensity function. Software reliability definition
and measures. MTTF, MTBF, MTTR, availability, maintainability. System use, Musa's operational
profiles and type-1 uncertainty. Defect removal and type-2 uncertainty. Reliability stability and
reliability growth. Distinction between hardware reliability and software reliability. Failure probability
density function and reliability function. Systems of reliability prediction, including prediction
models. Statistical testing. Characterization of fault Injection, detection and correction at various
stages within the lifecycle. Techniques for prediction of remaining faults, including fault injection,
classification tree analysis, code coverage. General lifecycle measures for producing reliable
software, including defect prevention; early defect detection and removal; design for robustness;
use of measurements from V&V activities; stabilization of requirements, design, code and test
artifacts. Active and Passive fault detection. N-version programming. Fault handling and
correction, exceptions, fault tolerance. FTA. Survivability, critical functions and degraded modes of
operation.

04-Soft-B5  Software Modeling & Verification (Formal Methods)

Mathematical modelling of software, including logic, extended finite state machines, process
algebra, functions, and algebraic specifications. Mathematical reasoning of such models,
including proofs of consistency, completeness, and correctness. Tools for type checking, well-
formedness checking, simulation, invariant and property checking (e.g., deadlock checking, model
checking), test-case generation, and code generation.

04-Soft-B6  Advanced Software Project Management, Life Cycle Methodologies

Software Project Management Processes

Planning, integration and change control; scope management; quality management; cost
management; risk management; schedule management; communications management; human
resource management; and procurement management.

Lifecycle Methodologies

Development models (Waterfall, V-Model, Incremental, Spiral, etc.) and techniques (rapid
prototype, clean room, Object Oriented, etc.) Military/aerospace and commercial development
standards. Phase specific activities: software specification and requirements analysis; software
architecture comparison and selection; software design; coding and unit testing; integration
testing; system testing; and operational turn-over. Lifecycle activities: baseline management,
software quality management, software configuration management.

Project involving forensic project management of a real industrial project.



04-Soft-B7  Reverse Engineering, Maintenance & Evolution

Software maintenance: corrective, perfective, and adaptive. Techniques for reverse engineering
software architecture and design, for the purpose of program comprehension. System and
process re-engineering (technical and business). Refactoring. Migration (technical and business).
Impact analysis. Release and configuration management. Models of software evolution (theories,
laws). Relationship among evolving entities (e.g., assumptions, requirements, architecture,
design, code, test suites). Legacy systems.

04-Soft-B8  Distributed Systems

Characteristics of distributed systems. Networked vs. centralized systems. Fundamental concepts
and mechanisms. Architectural concepts of distributing an application over several platforms.
Overview of network configurations and topologies. Client-server systems. Process
synchronization and inter-process communications. Principles of fault tolerance. Transaction
processing techniques. Distributed file systems. Operating systems for distributed architectures.
Security.
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